
Master Scenario Events List (MSEL) 

Exercise Control callsign: RCC East                    
VIPER EVENT TG HOTEL 3

Targets: Task Task Clarification/Explanation
Start
Time

End
Time

Notes/Answers

Sample HOSPITALS
Using any method possible, determine what is located at: 

40.7127° N, -74.0134° W
Determines if the participant / agency is able 

to look up GPS coordinates 10:00 10:02
The location is One World Trade Center Complex

1 What is this inject 
targeting

What the task (inject) is asking you to do or accomplish Explination on why we are asking you to do 
this or additional information When did the 

task start
When did you 

finsh
Provide your answer if requested here

END

Sample of what the task sheet looks like and explanation

PROCEED TO YOUR AGENCY TYPE TAB BELOW

EXERCISE NAME: EHPC Regional Functional Exercise (FE)

Target Capability:  Operational Communications 

LANE:                   
DISCIPLINE TARGET

Instructions: Fill out your name and agency on the sheet appropriate for your discipline. If you are FIRE/EMS/LAW/PSAP, complete the PUBLIC SAFETY sheet (tab). If you are healthcare (Hospital, Public Health or 
Community Health Center), please complete the tasks to the best of your ability in order. If you are unable to complete the task, document why. Tasks not completed may indicate a gap across the region or state. When 
you are done with all tasks, submit your paperwork and complete the hotwash evaluation found at: https://nc.readyop.com/fs/4dNt/dba4117b

NAME: AGENCY:

BEGIN AND END EACH RADIO TRANSMISSION WITH "THIS IS AN EXERCISE".

https://nc.readyop.com/fs/4dNt/dba4117b
https://nc.readyop.com/fs/4dNt/dba4117b
https://nc.readyop.com/fs/4dNt/dba4117b
https://nc.readyop.com/fs/4dNt/dba4117b


Ch # Function Channel Name/Trunked Radio 
System Talkgroup

Assignment RX Freq      N or W RX Tone/NAC TX Freq      N or W Tx Tone/NAC Mode      
A, D or 

Remarks

1 Command
VIPER STATE 

EVENT HOTEL 3 MAIN EXERCISE TG D
EXERCISE CONTROL 

"RCC EAST"

2
Tactical

VIPER STATE 
EVENT HOTEL 4 ALTERNATE EX TG D

EXERCISE CONTROL 
"RCC EAST"

3
Tactical  VIPER EBO

EX CONTROL CHANNEL EX 
STAFF ONLY D

ROC-RCCE-WEST

4

5
Tactical

SHARES SFA0 
(Day) AUXCOMM A/D SHARES VOICE*

6 Tactical
SHARES SFF0 

(NIGHT) AUXCOMM A/D SHARES VOICE*
7 Tactical THEN 7232 LSB AUXCOMM 7232.0KHz LSB

7232.0KHz 
LSB A HF THEN (DAY)

8
Tactical

440 DOWN EAST 
LINK SYS AUXCOMM VARIOUS VARIOUS A

VARIOUS SITES

9
Tactical

DMR -  EHPC 
Cluster AUXCOMM VARIOUS VARIOUS D RF SITES / BM 

10 Tactical NNB4NC AUXCOMM -SHARES RMS VARIOUS VARIOUS D VARIOUS FREQS

11 Tactical
KX4NC 443.3 

COLUMBIA RPT AUXCOMM 443.300 W 131.8 448.300 W 131.8 A REPEATER LINK SYS

12 Tactical
147.09 GV Link to 

COLUMBIA AUXCOMM 147.090 W 131.8 147.690 W 131.8 A REPEATER LINK SYS

13

14 Tactical MSAT - EBO SATCOM PTT or DiD MSAT PTT

15
Tactical ROC VOICE 252-816-0121

PUBLIC SAFETY / 
HEALTHCARE / PSAPs 

EX CONTROL
16 Tactical RCCE VOICE 252-520-4932 AUXC EX CONTROL

17
Tactical WEST VOICE 828.674.0617

ALT AUXC EX 
CONTROL 

medcomm6@gmail.com

The convention calls for frequency lists to show four digits after the decimal place, followed by either an “N” or a “W”, depending on whether the frequency is
narrow or wide band.   Mode refers to either “A” or “D” indicating analog or digital (e.g. Project 25) or "M" indicating mixed mode.  All channels are shown
as if programmed in a control station, mobile or portable radio.   Repeater and base stations must be programmed with the Rx and Tx reversed.

ICS 205 Excel 3/2007

AUXCOMM

SATCOM AND PHONE LINES IN USE

EX CONTROL County      PITT   State        NC  Latitude        Longitude

EXERCISE 

Prepared By (Communications Unit) Incident Location - NC

PUBLIC SAFETY / HEALTHCARE / PSAPs

* Denotes that current practices due not align with current NIMS/ICS terminology and procedures; D/Cd AUTH NC SHARES POC

INCIDENT RADIO 
COMMUNICATIONS PLAN

Incident Name  Date/Time Prepared Operational Period Date/Time

2023 EHPC HURRICANE AND INFORMATION 
SHARING EXERCISE 

5/4/2023 5-4-23 0800 / 5-4-23 1700



Master Scenario Events List 
(MSEL)

Exercise Control Callsign: On site          
VIPER PRIMARY TG: HOTEL 3

TASK # Targets: Task Task Clarification/Explanation
Start
Time

End
Time

Notes/Answers (Feel free to delete 
email link if not needed)

Sample PSAP
Using any method possible, determine what is located at: 
40.7127° N, -74.0134° W

Determines if the participant / agency is 
able to look up GPS coordinates 10:00 10:02 The location is One World Trade Center Complex

1 ITSL

Watch COMMEX Briefing via (Link emailed to participants). 
ENSURE YOU ARE MONITORING YOUR EMAIL. Provide 
verbal designator letter in the notes section on this page. 

Watch Briefing. Required. Place verbal 
designator found in briefing in notes area. 

2 ITSL

Send your agency / unit callsign to Exercise Control. 
Please list name, agency, and callsign that we can hail 
you if needed during the exercise. Send this info to 
commexITSL@gmail.com

Ensures Exercise Control or another team 
can contact you by callsign. If you don't 
have a callsign, make an appropriate one. 

commexITSL@gmail.com

3 ITSL

Do you have the EHPC app for iOS or Android? If not, 
download from: 
https://subsplash.com/easternhealthcareprepare/app 

Determines if participant or agency has 
EHPC App. If not, the ability to obtain. 

4 ITSL

Establish/Maintain an ICS-214 Activity Log throughout the 
duration of the exercise. You will be requested to submit at 
the end of this task sheet. 

Start documentation of activity.
Ensure 214s are submitted at end of 
exercise. 

BEGIN AND END EACH RADIO TRANSMISSION WITH "THIS IS AN EXERCISE".

EXERCISE NAME: EHPC Interoperable Communications Functional 
Exercise (FE)
Target Capability:  Operational Communications 

LANE:                             
ITSL                   

Scenario: You have been assigned as the ITSL at a local EOC in the impact area.  Your duties include both strategic and tactical objectives. The below items have been presented to you during the incident. Work through the 
injects in sequential order. If you are unable to complete the task, ensure you document why and any gaps present.   
 PLEASE ENSURE YOU IDENTIFY YOURSELF ON ALL TRAFFIC AND INCLUDE "THIS IS AN EXERCISE" ON ANY MESSAGES. YOUR CALLSIGN IS THE AGENCY YOU ARE REPRESENTING. PLEASE ENSURE YOUR NAME AND AGENCY IS 
COMPLETED BELOW

If you need assistance - email COMMEXITSL@gmail.com (All email is coming to one address for this exercise) 

NAME: AGENCY:

Exercise Webpage is https://subsplash.com/easternhealthcareprepare/media/ms/+xkh5nfj

mailto:commexitsl@gmail.com
mailto:commexitsl@gmail.com
mailto:commexitsl@gmail.com
mailto:commexitsl@gmail.com
https://subsplash.com/easternhealthcareprepare/app
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https://subsplash.com/easternhealthcareprepare/app
mailto:commexitsl@gmail.com
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mailto:commexitsl@gmail.com
https://subsplash.com/easternhealthcareprepare/media/ms/+xkh5nfj
https://subsplash.com/easternhealthcareprepare/media/ms/+xkh5nfj


5 ITSL

Produce a simple network diagram of the deployed 
network. Include IP addressing, device make/models, 
physical ports numbers on devices, etc. Redact as needed 
for OPSEC.

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

6 ITSL

Network management: Describe what monitoring and 
alerting tools you have implemented. Who receives alerts? 
What do they do about them?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

7 ITSL

Application Management: Produce a Form 205B or other 
document listing applications in use for your incident / 
event. List relevant URLs, IP addresses, etc. 

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

8 ITSL

ICAM: How are users granted access to your network and 
applications? Who controls account provisioning and 
deprovisioning?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

9 ITSL

Network segmentation: describe how network 
administrators, trusted users, and untrusted guests are 
segmented within your deployed solution. What is the 
default level of access?   

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

10 ITSL

What is your acceptable use policy for day to day 
operations? Any changes for this incident/event?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com
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11 ITSL

Describe steps to identify, isolate, and remediate/replace a 
compromised endpoint on the network. How would you 
know one is compromised? How do you decide what actions 
to take?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

12 ITSL

Demonstrate blocking a user from the network Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

13 ITSL

 Simulation: A vulnerability with proof of concept exploit has 
been released for a specific device you are using on your 
network. Describe your process to evaluate if you are 
vulnerable. What is the potential impact to operations if you 
don't remediate? And if you do? How would you implement 
a change on a deployed network?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

14 ITSL

What is your defensible disposal plan for data and metadata 
(logs) generated during the incident? What are your record 
retention requirements? (Who keeps what? For how long?) 
How is it protected? How is it verifiably deleted/destroyed 
when no longer needed?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

15 ITSL

Network security: describe steps taken to limit/prevent 
unauthorized access to network devices and connections. 

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

16 ITSL

Physical security: describe steps taken to limit/prevent 
unauthorized physical access to network devices and 
connections. 

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com
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17 ITSL

Transition: Your team is being relieved by another? What 
documentation can you provide about the solution in place? 
Are you taking the existing equipment/backhaul with you 
when you leave? If so, how do ensure continuity of service? 
If not, what is your "reverse logistics" plan to recover teh 
equipment? 

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

18 ITSL

What is your plan to rehab any deployed equipment when 
the incident is over? Who does what, and how soon should 
it be accomplished?

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

19

Do you have any pre incident checklists for equipment or 
personnel needs? Examples can be checklists, battle 
rhythms, job aids etc. Here is an example:  
https://easternhpc.com/wp-
content/uploads/2023/04/EHPC-COMU-HURRICANE-
BATTLE-RHYTHM.pdf

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

20 ITSL

What is your After Action Review process? Who captures 
what information? How do you track suggestions for 
improvement and what is the follow-up process? How do 
you recognize individuals/teams who did a good job? 

Email answer to RCCeast at 
commexITSL@gmail.com No more than 
one paragraph answer needed. 
Demonstrate any tasks that may be 
required. Please ensure your team number 
or name is in message. 

commexITSL@gmail.com

21 ITSL

Submit this document and your 214 to the Excercise Control 
at commexITSL@gmail.com. You can copy, scan, or use 
whatever means necessary to accomplish the task. Ensure 
your name and agency are on the sheet. Ensure this form 
and your 214 is completed

This is the end of the exercise. Please 
complete evaluation. We hope you enjoyed 
the exercise ahead of the 2023 Hurricane 
Season. 

commexITSL@gmail.com

END OF EXERCISE - ENSURE EVALUATION IS COMPLETED https://nc.readyop.com/fs/4dNt/dba4117b
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